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Hackers and Phishers and 
Link Clickers, Oh My!



Mike McPhilomy
Director of Sales and Marketing

• 14 years in the GP Community
• Passionate about helping GP Customers and 

Partners develop and implement their Cloud 
Strategy

Hacker Tested



• Password Hygiene
• Protecting your Wi-Fi Hotspots
• Staying Safe on Public Wi-Fi and charging stations
• How to Identify Phishing Emails
• Protecting your devices and backups

Session Agenda



Password Hygiene
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The Evolution of Passwords



d@k0tA43

The Evolution of Passwords



Password 
Length

Numbers
Only

Lower Case Letters
Upper and Lower 

Case Letters

Numbers, Upper 
and Lower Case 
Letters, Symbols

8 Instantly 5 Seconds 22 Minutes 8 Hours

12 25 Seconds 3 Weeks 300 Years 34k Years

16 2 Days 34k Years 2bn Years 1tn Years

18 9 Months 23m Years 6tn Years 7qd Years

Key

m – Million
bn – Billion

tn – Trillion
qt - Qintillion



• Use Multi-Factor Authentication
• Only change passwords when there is a breach
• Don’t write your Passwords down
• No need for complex passwords
• Simple, Long and Memorable
• CorrectHorseBatteryStaple is better than d@k0tA43
• Use a different password for every app/site

Password Best Practices



• Runs on all your Devices
• Will identify re-used passwords
• Generates random 16-24 character 

passwords
• You only have to remember 1 pass 

phrase

Password Manager



Protecting Your Wi-Fi 
Hotspots



• Don’t use the default Admin Password
• Don’t use the default Network Name
• Use 16-24 Character Pass Phrases
• Keep the Router Firmware Updated

Protecting Your WiFi Hotspots



Protecting Your WiFi Hotspots

• Turn Off
• Plug ‘n Play (UPnP)
• Remote Management
• WiFi Protected Security (WPS)

• Turn On
• Router Firewall

• Consider a separate WiFi Router for 
Work Devices



Staying Safe on Public Wi-Fi 
and Charging Stations



Know Your Risks

Packet Sniffer Juice JackingEvil Twin



Public WiFi
• Connect to your Office VPN
• Purchase VPN Software

Keeping Safe in Public

Public Charging 
Stations
• Bring your own cables
• Plug into an Wall Outlet, 

not a USB port



How to Identify 
Phishing Attacks



Phishing
• Cast a Wide Net

• Email that appears to be from 
someone you know or a 
company you trust

• Request to click on a link or 
open a ZIP file that downloads 
malware to your device

Two Types of Phishing Attacks

Speer Phishing
• Targeted
• Customer/Employee request to 

change bank accounts
• Owner/Boss asks accounting to 

send a wire



Use Critical Thinking

How to Identify a Phishing Attack

• Does this person normally send me 
OneDrive Links, Project Updates or 
Invoices?

• How are changes to bank accounts 
and payment methods normally 
handled?

• Pay attention to your Spidey-Sense



Look Closer
• Look at the actual email address of 

the sender (not the display name)
• Hover over the ‘Click Here’ phrase 

and the actual URL will be displayed 
in a pop-up menu

How to Identify a Phishing Attack



Your Password is About to Expire



Some of your Messages were not Sent



Anti-Phishing Working Group (APWG):
https://antiphishing.org/report-phishing  

Federal Trade Commission: 
https://reportfraud.ftc.gov 

FBI’s Internet Crime Complaint Center (IC3): 
https://www.ic3.gov

Report Phishing Attacks

https://antiphishing.org/report-phishing
https://reportfraud.ftc.gov/
https://www.ic3.gov/


Protecting Your Devices



Keep your Devices Safe*

Windows

• Apply 
Updates

• Anti-
Malware

MacOS

• Apply 
Updates

• Anti-
Malware

Android

• Apply 
Updates

• Anti-
Malware

iPhone

• Apply 
Updates

*Don’t let your kids use your work devices



• The bad guys are looking for your 
backups

• Find an Online Backup Service that is 
built with Ransomware in mind.

• Periodically backup to a removable 
disk… and then remove it

Keep Your Backups Safe



• Buy a Password Manager
• Change all of your passwords for every 

online site/app you use
• Change the passwords on your WiFi 

Router
• Use a VPN on Public WiFi
• Keep your Devices up-to-date (including 

your WiFi Router)
• Don’t use public charging stations

Now What?



Q&A
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