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Breaking into the Benefits of
Telemetry for BC

20 Dashboards and Reports for Beginners




B =
Wouldn’t it be nice if.....

You could confirm what features, reports, etc. are actually being used in BC

* You could troubleshoot performance issues more easily

* You could set alerts to advise of adverse conditions

* You could easily monitor changes and validations

* You had a database error and performance dashboard

* You could see metrics about and troubleshoot customizations (v26)

* You could know when Financial Reports are changed (v26)

* You could review performance issues when migrating to the cloud (e.g. from
on-prem)

* You could see things you thought you would never know about BC?!

Aka.ms/bcTelemetry

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administratipn/telemetry-overview



https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/telemetry-overview

'd be totally intereste




Background & Experience: \ag. NDS%%?CS,

Microsoft® @ 1 gl/ QS_,% More than 25 years of Accounting and Dynamics Implementation,

Most Valuable Installation, Upgrade, Training and Support Experience
Professional

f

DaVI d La Ste r " Familiar with each of the past 20+ releases of Dynamics GP

Director of Software Solutions

Mi crosoft
CERTIFIED ,‘
BCUG NAVUG

Microsoft DYNAMICS 365
Dynamics'Gp| 'l BUSINESS CENTRAL
¥ Power Bl FUNCTIONAL CONSULTANT
J er

ASSOCIATE

GRNOC HE Microsoft T

Solutions Partner

Completed well over 350+ upgrades / installations / implementations

Author — Management Reporter for MS Dynamics GP (Accolade Publications)

Power Bl Change Agent at our own company and with our customers

:| Managing GP-to-Business Central Cloud Migrations
Email: DLaster@gravoc.com

@ Managing Bullhorn One-to-Dynamics GP and Business Central Connectors

1. Website: WY 45nd AR/AP Automation
- . https://www.gravoc.com
. https://www.gravoc.com/power-bi-solutions/
. https://www.thedynamicsmindset.com °
r;' Love to digin and add real value to end users!

LinkedIn: https://www.linkedin.com/in/david-laster-gp-bc-pbi/



https://www.gravoc.com/
https://www.gravoc.com/power-bi-solutions/
https://www.thedynamicsmindset.com/
mailto:DLaster@gravoc.com
https://www.linkedin.com/in/david-laster-gp-bc-pbi/

Session Description

* This introductory session will cover how and where to get started
with BC Telemetry reporting with Power BI.

« We'll view reports and discuss key approaches to uncovering
helpful information living inside BC that will help administrators,
Implementation specialists, and developers understand more of
what is happening inside the system.

Mo
MSDynamicsWorld
https://msdynamicsworld.com/story/telemetry-

dashboards-dynamics-365-business-central-breaking-
benefits
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Who can use BC Telmetry?

Partners

Administrators

End Users

(Microsoft has its own)




Whatis BC Telemetry?

Usage Data from Business Central

Application Insights (Azure resource as data repository)

Power Bl Apps (as reporting agent)




When to Use BC Telemetry?

End-User Training
User-Acceptance Testing
Extension Development and Testing

Post Go-Live

Partner / Customer Meeting




Where to use BC Telemetry?

Production

Sandboxes

On-Prem and Cloud

Power Bl Service




Why Use BC Telemetry?

Usage Reporting
Error Reporting

Performance Analysis

Change Monitoring




BC Telemetry — Usage Analytics

(¢

Dynamics 365 Business Central Usage

()

Dynamics 365 Business Central Usage

O

Dynamics 365 Business Central Usage

Dynamics 365 Business Central Usage

Administration

Usage Performance EE

Inventory

Dashboard

DAL/ WAL / MAU Recommendations

Update Planning

i Login errors
Sessions Performance events ?

All Changes

Clients - Error dialogs
Sessions

Environment Changes

Locations Permission Errors

OnCompanyOpen

Environment PTE Validations

Application Areas

Error messages

Pageviews

Feature Management
Page views

Feature Ermors

Company Changes pOIE

Queries

i i Environment lifecyde errors
Extension Changes Long Running SQL Queries cyd

Reports

Database lock timeouts Company lifecycle errors

PTE Upload Validations
Feature usage

Index Changes Long Running AL methods Environment extension validation dia...

Client actions

Extension lifecycle errors

Incoming webservice calls

Field Changes

Integrations

Changelog Configuration Changes Outgoing webservice calls PTE upload validation diagnostics

Connectors

Email errors

Permission Changes Job Queue

Checklist usage

Retention policy deletes Task Scheduler

Authentication (web service key) errors

Onboarding

Retention policy log

Configuration packages Webservice metadata errors

Deprecated features

Job Queue

About the report App Updates Incoming webservice errors

Cloud Migration

Environment Updates Connector errors

Data in telemetry

Perfomance Toolkit (BCPT) Outgoing webservice ermors

2022\ 31 CS
D CoN
.

Configuration

I

About the report

L

Azure function errors

Job Queue errors

F R




Power Bl elemetry BC

~ Monitor and analyze telemetry
VEeTVisw
Available telemetry
Enable telemetry
Control telemetry cost
Analyze telemetry with Power Bl
Analyze telemetry with KQL
Alert on telemetry
Telemetry FAQ
* Telemetry by area

Telemetry by Event IDs

Monitoring and Analyzing Telemetry

Article = 02/08/2024 + 6 contributors & Feedback

In this article
Environment-level and app/extension-level telemetry
Awzilable telemetry
Enable Telemetry
Control telemetry cost

Show 6 more

APPLIES TO: Business Central 2019 release wave 2 and later

Business Central emits telemetry data for various activities and operations on environments and apps/extensions.
Meonitoring telemetry gives you a look at the activities and general health of your environments/apps, so you can
diagnose problems and analyze coperations that affect performance. Azure Application Insights is a service hosted within
Azure that gathers telemetry data for analysis and presentation. Whether running Business Central online or on-

premises, you can set your tenants up to send telemetry to Azure Application Insights.

Environment-level and app/extension-level telemetry

Telemetry in Business Central can be enabled on two different levels:

* Environment-level telemetry

= App/extension-level telemetry (for each app/extension installed)

Analyze and monitor telemetry with Power Bl

Article = 03/21/2024 + & contributors 4 Feedback

In this article

About the reports in the app

Get the apps

Connect to Azure Application Insights for the first time
Configure an app after initial setup

Show 6 more

(D Note

Azure Active Directory is now Microsoft Entra ID. Learn more

To make it simple to analyze Business Central telemetry, we've developed two Power Bl apps available from Microsoft
AppSource. One app is for telemetry on environments. The other one is for telemetry on apps/extensions (the telemetry

defined in app.json). Both apps are free and open source but requires Power Bl pro licenses to use.

About the reports in the app

The app consists of four reports:

» Usage

* Errors

* Performance

* Administration




Application Insights

Connection String (For BC)

|,O Eearclw o & % Application Dashboard &3 Getting started

,O Search g Logs

@

[[Or resource group ;$ Feedback ¥y Favorites

—> Rename

]I[ Delete

3 Diagnose and solve problems

» Investigate

Application Insights App ID (For Power Bl) S

https://léarn.miicrosoft.com/entus/az

» Usage

~ Configure
il Properties
&y Smart detection settings
43 Network Isolation

() Usage and estimated costs

| APl Access

re/azure-monitol/a

Mo data to display.

/create-works

| @ overview  Essentials JSON View
H Activity log Resource group (move) : GraVocBC nstrumentation Key : 583« bag2
pg‘ Access contral (IAM) Location : East US Connection String  : InstrumentationKey=5834e9%!
(IAM)
P Subscription (move) : Wisual Studio Enterprise Subscription — MPN Workspace : DefaultWorkspace-5a31519¢-159b 138-...
ags
Subscription 1D : 6dc35 '8
K Diagnose and solve problems
Tags (edit] ot
~ Investigate
@ Overview
Application ID ©
Activity loy
o yies d49ds
Ay trol (IAM)
Qp\ ceess conmrelt : AP| key description Last Used
@ Tags

Sou



https://learn.microsoft.com/en-us/azure/azure-monitor/app/create-workspace-resource

AppSource U

sage App

= Microsoft | AppSource Apps Corsulting Services

Apps

ndustry Clouds  Partners

Dynamics 365 Business Central Usage Analytics
Dynamics 365 Business Central Usage Analytics
’ , by Microsoft
w | Power Bl apps
% 5.0 {13 AppSource ratings)
Fricing Free W Save to my list
Owverview Ratings + reviews Details + support

Visualize aspects of Business Central usage: user traffic, errors, performance, and administration.

Visualize different aspects of Dynamics 365 Business Central usage: user traffic, emors, performance, administration
averview (induding changes), and more ore and manitor key system metrics in Power Bl by connecting to your
Dynarnics 365 Business Central telemetry data, With the Business Central Usage app, you get a Power Bl dashboard and
report with insights about how users use the system, which errors ocour, recommendations for performance tuning, and
an administrator's overview {induding which changes happen and when}. Use the dashboard and reports as provided or
customize them to highlight the information you care about most.

At a glance

0 33 12 0
195K 0 1368 T 21

[i]

Usage Telemet



https://appsource.microsoft.com/en-us/product/power-bi/microsoftdynsmb.bc_telemetry_pbi_app_isv_version

- Business Central Admin Center X +

< C & busin tral.dynamics.com

Dynajmics 365 Business Central admin center

= Apps /b Sessions B Database v & Support @ Update Settings [ copy [ Restore

Environments

Notification Recipients

R Microsoft Entra Apps

¥ Telemetry

=P Rename

X Delete > Refresh

(@ An update to version 22.5.59966.60134 is available. Updates will begin on 9/26/2023. You may schedule a date for the update on the Update action list. Go to Business Central Updates for more informe

@ Reported Outages Details Actiod
3 Operations Name Appiication Family
DCG2 Business Central us East US

@ capacity

Type
Sandbox

Security Group

Not Set { Define )

https //busir entral.dynamics.com/§9a7238f-d262

A jth Micrasoft 368

Off ( Modify )

o

o @ Incognito

Set Application Insights Connection
String

DCG2

Enter the cannectien string for the Azure Moniter Application
Insights resource, which you can get from the Azure Portal. This
enables Business Central to send telemetry fram this environment to
Application Insights in Azure.

Go to Enable Sending Telemetry to Application Insights for more
information.

Caution: Applying this connection string requires a restart to the
environment. We recommend doing this when no users are active in
Business Central.

Business Central - Connection String

Dynamics 365 Business Central admin cent

= Apps

Environments )
Environments
Notification Recipients

F. Sessions

Manage se

er

B Database

an

DCGZ

Enable Application Insights

Connection String *

Insf

Version Management

Update Scheduling Avail

Application Insights Connection String (7]
Instrumentationkey=5534e0a5 - Firk ik _idws_
ket ngestionEndpoint=hitps://eastus-
8.in.applicationinsights.azure.com/'LiveEndpaoint=hi
tps:/feastus.livediagnostics.monitor.azure.com/ |
hodify

The environment cannot be used yet, because it is being

prepared for users’ connections. Th
minutes to complete,

process may take sew

Preparing @

Yes
Update v rt on o after
Sep 26, 2023 ( Modiify )
< . e -
>* Telemetry Environments > DC
) Reported Outages
R Operations Details
Bilracty Name Application Family Country/region Azure Region
DCG1 Business Central us EastUS 2
Telemetry G} Security Group Accessw
Sandbox nstrumentationKey=583defe5-"rex mre mo_ Yot Set ( Define ) Off ( Modify )
FRERREREE  ngestionEndpoint=https://eastus
8.in.applicationinsights.azure.com/:LiveEndpoi
nt=https://eastus.livediagnostics.monitor.azur
e.com/ { Maodify )
URL
https://businesscentral.dynamics.com/9!
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Power Bl App — Application

Connect to Dynamics 365 Business Central
Usage

t started setting up your app! Start by filling in the parameters. Then, you'll authenticate to all the data

Parameters
Make e al

ces this app connects to

Update app

Select how to update this app:

@ Update the workspace and the app

() Update only workspace content without updating the app

O Install another copy of the app into a new workspace

Dynamics 365 Business Central App Usage
by Micrasoft
View in AppSource

A Any changes you've made to the workspace content or app settings may be overwritten. Learn mare

m Cancel

Connect to Dynamics 365 Business Central
Usage

arted setting up your app! Start by filling in the parameters. Then, you'll authenticate to all the data

this app connects to

Parameters
Make sure all required (*) parameters are filled in before connecting to y

Timezone *

UTC-05:00) Eastern Time (US & Canada

oN

Application Insights application id *

b8e 4

pYN C

Lookback period *

#% Connect to Dynamics 365 Business Central
Usage

You are connecting to

url

Authentication method

OAuth2 V|

Privacy level setting for this data source Learn more
Private 2

= o [

Go to the app documentation 2

i

Connect with
a user from
the domain
where the
Application
Insights
application ID
originated
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BC Upgrade Telemetry
Wave 1 2024
23.51024.0



&~ O ) https://businesscentral.dynamics.com/ idmin ® A W 1] o=

) TELEMETRY [) BULLHORN [ GraVoc [] Greenshades [T BC Releases

Dynamics 365 Business Central admin center 8 ?

= Apps rog Sessions [0 Database ,Q Support @ Update Settings D Copy L_'D Restore =l Rename X Delete O Refres

B Environments (% An update to version 24.0.160410.17628 is available. Updates will begin on 5/13/2024. You may schedule a date for the update on the Update action list. Go to Business Central Up

Schedule environment update

Production

=1 Notification Recipients

H2 Microsoft Entra Apps Environments > Production
Current Version: 23.5.16502.16589

<
>~ Telemetry Scheduled Version: 24.0.16410.17628

Details J

(D Reported Outages Current Scheduled Update Date: Not Set

Azure Region

3 Operations Name Application Family

Production Business Central us ) East US Select a date to schedule the update of this environment. The update will
il Capacity occur within the time frame defined in the update window settings for the
environment. Or you can choose to allow the update to run outside the
Type Telemetry (2) Security Group Access with Micrasaft 365 Licenses update window.
Production InstrumentationKey=a8d0aba-**+*- Not Set { Define ) Off { Modify )
*kdk_kkkdk_
serskrono ngestionEndpoint=https://e @ The update must be scheduled between Apr 19, 2024 09:4% AM (UTC-

: 24 00: (UTC-04:00)
astus- 04:00) and Jun 18, 2024 09:49 AM (UTC-04:00).

8.in.applicationinsights.azure.com/;Livek
ndp0|nt:https:ffeastus‘ll_vedlagnostlcs‘m Update Date:
onitor.azure.com/ { Modify )

Apr 27, 2024 =

URL
https://businesscentral.dynamics.com/99 Allow the update to run outside the update window
a7238f-d262-495e-a37b- Q Ves

a48ccb316cdd/Production

@ If you set the update date to today and allow the update to run outside the
update window defined for the environment, then the update may start
immediately, and all users will be disconnected.

Version Management

Application Version Platform Version Available Update Version Update Scheduling Available [7)
23.5.16502.16589 230 24.0.16410.17628 Yes

Schedule update Cancel
Update will start on or after Update Window (UTC-04:00) (7) Update Rollout State [7) Apps Update Cadence

May 13, 2024 { Modify ) 09:00 PM - 04:00 AM { Madify ) Active Default { Modify )




Dynamics 365 Business Central admin center

‘|— MNew G Refresh B Environment Transfers

Environments .
Environments

Notification Recipients

= Microsoft Entra Apps L h
Name Application Family

Telemetry

Preduction | [ Business Central

@ Reported Outages

= Business Central

% Qperations

= Business Central

Capacity

WAVET-2024 [ Business Central

%“ Recently deleted environments

Type

Production

Sandbox

Sandbox

sandbox

State G

Active us

Updating us

Updating us

Active us

ry/region

Current Version

24.0.16410.17628

2401641017528

2401641017628

2401641017628

Available Update Version

2401641017828

2401641017625

Scheduled Update Date

Apr 27,2024

Apr 27, 2024




Performance

Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Qutgoing webservice calls
Job Queue

Task Scheduler
Configuration packages
App Updates
Environment Updates
Perfomance Toolkit (BCPT)
About the report
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B® Microsoft Dynamics 365

Production has been updated to version 24.0

successfully

The environment Production has been updated to version 24.0 of Dynamics 365
Business Central successfully. Sign in to the environment to verify the update and
check out the new capabilities.

Keep track of what's new in each monthly update and get an overview of release
plans for Dynamics 365 Business Central.

BY Microsoft Dynamics 365

The update for environment DCG1 failed

The scheduled update to Dynamics 365 Business Central version 24,0 for
environment DCGT failed.

Find more details on the failure reason on the Operations page in the Dynamics 365
Business Central admin center.

We'll automatically reschedule your environment to be updated in seven days.
You'll receive a separate message confirming that your update has been
rescheduled, after which you'll have the option to reschedule in the Dynamics 365
Business Central admin center.

w Today

Al Unread
E W | Cat...

13 min per email

From Cc Subject Received ™

Microsoft Dynamics 365 The environment Production has been updated successfully Sat 4/27/2024 4:15 PM

Microsoft Dynamics 365 We've scheduled an update to your environment Production Sat 4/27/2024 4:02 PM

9 min per telemetry

Top 10 slowest environment updates (on average)

Count

Top 10 slowest environment updates (on average) by date

Source Version Destination Version é\fg time (in min)  Max time {in min) Destination Version @24.0.16410.17628

1 23.516502.16580 24.0.16410.17628 0.00 0

Awg time (in min)



Administration

Inventory

Update Planning

All Changes

Environment Changes

Environment PTE Validations

Feature Management

Company Changes
Extension Changes

PTE Upload Validations
Index Changes

Field Changes
Changelog Configuration Changes
Permission Changes
Retention policy deletes
Retention policy log
Job Queue

Cloud Migration

Data in telemeatry
Configuration

About the report

Inventory

This page shows the inventory of environments and companies included in telemetry.

Tenant/Environment Inventory

Tenant/Environment/Company Admin Center URL Environments Companies Version Localization s Deleted

Is Renamed

Il 7
(o] 1
o] 1
] 1
Re 1
reminders 1
SEPTGL4 1
SEPTGL S 1
SEPTGLG 1
SEPTGL7Y 1
St 1
1
1
1
1
1
1
1
1

e I T T T Qe S S e |

hitps://businesscentral.dynamics.com/2201f77...
Sandbox3

Sandbox3-240425134403
DevSB1

B @
[

[c1]

Total 1

r
It
g

Tenant/Environment/Company

All

Environments by Country

Localization @US

Environments by Version

Version @235 @24.0

Environments by Type

Type @ Production @ Sandbox




Administration

Environment Changes Tenant/Environment/Company
(Elank) (Domain) + 99; N

Inventory

Update Planning

All Changes This page shows environment lifecycle events for environments included in telemetry.

Environment Changes Environment Lifecycle Events Lifecycle events by type

) idat gatefl'ime Domain  Tenant id (AAD/Entra) Environment Event Event @ App hotfi ... @ Configur.. @Copied @Deleted (.. © Renamed @ Started »
Environment PTE Validations

4/27/2024 8:13:13 PM 99: dd Production Updated
Feature Management 4/27/2024 8:05:50 PM 99: dd Production  Started

4/27/2024 8:05:33 PM 99; dd Production  Stopped

4/27/2024 8:01:46 PM 99; dd Production Update window

Co Cha
o = modified

Extension Changes e dyaldss 50003 Al 5:
: 4/25/2024 3:35:48 AM 9%: dd Preduction  App hotfix applied
PTE Uload Validations 4/23/2024 8:30:48 AM 99: id P‘rcduct?:ln App hotffx appl?ed
4/19/2024 9:23:54 AM 99; dd Production  App hotfix applied
Index Changes 4/19,/2024 9:23:45 AM 99: dd Production  App hotfix applied
4/11/2024 5:45:17 AM 09: dd Production  App hotfix applied
Field Changes Lifecycle events over time 0 = g
Event @ App hotfix applied @ Started @ Stopped @ Update windo... ®Updated
Changelog Configuration Changes 4

Permission Changes
Retention policy deletes
Retention policy leg

. P2
Cloud Migration Apr23

Data in telemeatry

Configuration

About the report

2022 3 \IICS
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Administration
Inventory
Update Planning
All Changes
Environment Changes

Environment PTE Validations

Feature Management

Company Changes

Extension Changes

PTE Upload Validations

Index Changes

Field Changes

Changelog Configuration Changes

Permission Changes

Retention policy deletes

Retention policy log

Job Queue

Cloud Migration
Data in telemetry
Configuration
About the report
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Environment extension validations (only for the online version)

®

Tenant/Environment/Company

(Blank) (Domain) = 99,

This page shows validations of environments to see if their extensions are compatible with the next version of Business Cenftral.

Environment extension validation events

ﬁ;ateﬂ'ime \ Domain

Tenant id (AAD/Entra)

4/25/2024 3:530:01 AM
4/25/2024 3:30:01 AM
472372024 3:49:50 AM
4/23/2024 3:49:50 AM
472172024 3:31:55 AM
4/21/2024 3:31:353 AM
4/18/2024 3:30:36 AM
4/18/2024 3:30:36 AM
4/16/2024 3:31:45 AM
4/16/2024 3:51:45 AM
4/14/2024 3:47:43 AM
41472024 3:47:43 AM
4/11/2024 3:48:53 AM
471172024 3:48:53 AM
4/9/2024 5:57:38 AM
4/9/2024 5:57:39 AM
4/7/2024 5:50:43 AM
47772024 5:50:43 AM
47472024 5:50:33 AM
Q’MZOE-’-‘I 5:50:32 AM )

Validation events by result

Result @Validation completed successiully

o«
o
o«
o
s
o
&
o«
9«
o
a¢
o
o
o
a¢
o
a¢
o
o«

2 £ SN T

’ arget build version ‘

Environment Event Target version
Id Producticn Validation completed successfully 241 24,1.18897.0
Id Production Validation started 241 24.1.18897.0
Id Producticn Validation completed successfully 241 24,1.18788.0
Id Production Validation started 24.1 24,1.18789.0
Id  Producticn Validation completed successfully 241 24.1.18727.0
Id Production Validation started 24.1 24.1.18727.0
Id  Producticn Validation completed successfully 241 24.1.18043.0
id Production Validation started 24.1 24.1.18643.0
Id  Producticn Validation completed successfully 241 24.1.18546.0
Id Producticn Validation started 24.1 24.1.18546.0
Id Producticn Validation completed successfully 241 24.1.18488.0
Id Production Validation started 24.1 24,1.18488.0
Id Producticn Validation completed successfully 241 24,1.18354.0
Id Production Validation started 24.1 24.1.18354.0
Id Production alidation completed successfully 24.1 24.1.18268.0
Id Production Validation started 241 24.1.18268.0
Id Producticn alidation completed successfully 241 24,1.18208.0
Id Production Validation started 241 24,1.18209.0
Id Producticn Validation completed successfully 241 24.1.18104.0
-dd Production Validation started 241

Validation failures by version

‘24.1.181(.‘14—.0 )




Administration

Inventory

Update Planning

All Changes

Emvironment Changes
Environment PTE Validations
Feature Management
Company Changes
Extension Changes

PTE Upload Vvalidations
Index Changes

Field Changes

Changelog Configuration Changes
Permission Changes
Retention policy deletes
Retention palicy log

Job Queue

Cloud Migration

Data in telemetry
Configuration

About the report

Permission Changes

This page shows when permission sets have changed and who did it {a user or an app).

Permission Set Change Statistics
Count Permission set id

5117

Permission set name

Permission changes by App

Publisher / App (id} / Version

Sales and Inventory Forecast (c526b3e9-bBca-4683-81ba-fcd5feb1472a)

= Send To Email Printer (Bc972578-fe72-4aa5-ae51-cc5575fef2ea)

Simplified Bank Statement Import (79b1a79a-2f66-4736-bc1b-

Babb3537eb51)

= Statistical Accounts (ea130081-c669-460f-a5f4-5dde14f03131)

2401641018040

= Troubleshoot FA Ledger Entries (7961e9dc-aBed-49b1-839b-3a7880334cb8)

= Universal Print Integration (2654d7e7-9afd-4947-9e02-6bb813e0cd04)
otal

b

i

Permission Changes over time

Permission set name @AZURE ... ®D365 A.. @D365 A @D3E5 A W D365 E.

Tenant/Environment/Company

{Blank) {Domain) + 99

Permission set changes

Permission set name @AZURE AD . @ D365 ACC . W@D365 A0C . @D365 AU

Count
-

-

-k =k

23

D365 B... ®D365 B... ®D365 B... @D365 B... ® D365 FA, ... @D365 Fl.. @D3E5 FU... ®D365 RE... D365 5E. 4




Administration

Inventory

Update Planning

All Changes

Environment Changes
Environment FTE Validations
Feature Management
Company Changes
Extension Changes

PTE Upload Validations
Index Changes

Field Changes

Changelog Configuration Changes
Permission Changes
Retention policy deletes
Retention policy log

Job Queue

Cloud Migration

Data in telemetry
Configuration

About the report
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About the telemetry for this app

This page shows statistics on telemetry events from the different environments present in the telemetry resource.
You can use the statistics to get an overview of usage patterns for the environments.

The app currently has data for the period Wednesday, April 3, 2024 {ill Saturday, April 27, 2024

Event statistics by environment

Wy e

B e Event statistics by area

Count
i

Lt
=

09 Gh P — o a a

279
279
536
913
937

Eount Tenant id (AAD/Entra) Environment Mame Envircnment Type Area
3047484 44d duction Production 2 Client telemetry
188650 05 ducticn Praduction = Feature telemetry
73992 22 duction Production = Usage
65693 bfi duction Production “ Uptake
43861 92 duction Praduction = AL telemetry
41671 db duction Production “ Retention Policy
23358 M duction Production -
20675 81 / duction Praduction e r—
12335 99 duction Production - Environment
8404 05 duction tgg]gg
ﬂ4f1 f i“c'f: LC0106
3565193 Lcorts
LCO114
LCO116
LC0117
LCO146
Statistics by Event LCO101
Count Area Sub Area Event ID Message LCo158
hd LC0139
4268 Runtime telemetry Authorization RTOO04 Authorization Succeeded (Open Company) LCO155
4089 Runtime telemetry Performance RTOOZ& Database wait statistics snapshot entry: o Permissions
{databaseWaitStatisticsCategory} LCO058
354 Lifecycle telemetry Extension Lifecycle  ALODOOEID Upgrade tag searched for: {AlUpgradeTag) = Extension Lifecycle
331 Runtime telemetry Authorization RTO003 Authorization Succeeded (Pre Open Company) = Job Queue Lifecycle
321 Lifecycle telemetry Task Scheduler L0040 Task {taskld} created: {codeunitObjectld} scheduled @ Task Scheduler
to run after {notBefore}. Ready to run: {isReady} = Runtime telemetry
316 Lifecycle telemetry Task Scheduler LCOD43 Task {taskld} main/failure codeunit
{codeunitObjectld} completed.
306 Lifecycle telemetry Job Queue Lifecycle  ALODOOE24 Job queue entry enqueued: {allobQueueld}
| ifecurle telemetrvJoh Oueue |ifervcle AL OOOFA S |oh nusue entrv started: fallohOusueldl

| !
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Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews
Reports
Long Running SQL Queries
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Outgoing webservice calls
Job Queue
Task Scheduler
Configuration packages
App Updates

Environment Updates

Perfomance Toolkit (BCPT)

About the report

Pageview performance details

Pageview Performance 0

Count Page Mame Page Type Sum load time (sec) Avg load
time [sec)
12 GRA ADP Log List 11.28 0.9
18 GRA Aged AR ReportPrevie 12.19 0.7
33 GRA Aged AR NA ReportPrevie 17.60 0.5
1 GRi List 0.50 0.5
22 GRA_BullhomConnectionSety  Card /15.33 0.8
p
211 GRA_Bullhemintegration List 405.05 1.9
29 GRA_BullhemlintegrationSetup Card 48,92 1.7
7 GRA_BullhomRoleCenter RoleCenter 30.53 44
103 GRA_DialogObjectlD StandardDial 26.36 0.3
og
30776 46,585.23 1.5
App details (in which app does the page come from)
Publisher / App (id) / Vlersion Count Min load  Avg load  Max load
. time (zec) time (sec) time (sec)
= GraVoc Ltd. 211 0.4 1.9 11.8
' Bullhorn Connector (f74edeba-4704- 211 0.4 1.9 11.8
4ff6-811f-ca941ae1b361)
24.4.10.1 102 0.4 21 11.8
24.2.12.1 | 33 0.8 1.6 3.7
23.12.21.1 22 1.0 24 7.6
24.3.18.1 / | 20 0.9 2.2 7.0
23.9.22.1 19 0.5 14 24
23.9.27.1 | 14 0.6 1.1 e
\ 24.4.25.1 1 1.1 1.1 1.1
Total 211 0.4 1.9 11.8

e

Pageviews by Client Type
Client type
@ (Blank)

Phone

&~

Pageviews by Browser
Browser
@ Chrome
Edge
@ Firefox

@ Mobile Safari

Page views over the Day - (UTC-04:00) Eastern Daylight Time (US &

Canada)

Client type
@ (Blank]

Phaone

Pageviews over the Week
Client type

@ (Blank)

Background 1

® ChildSession

@ hiznagementClient

Man Tue Wed Thu Fri Sun Sat

1 [T
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Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews 2

Reports

Long Running SQL Queries
Database lock timeouts
Long Running AL methods
Incoming webservice calls

Outgoing webservice calls

Job Queue

Task Scheduler
Configuration packages
App Updates
Environment Updates
Perfomance Toolkit (BCPT)

About the report

Top 10 slowest pages (on average

Eount Page Name Page Type Avg load time [sec)
6 GRA_BullhormRoleCenter RoleCenter 4.7
4 Customer List / List 3.2
3 Sales Invoice List List 1.8
2 Business Manager Role Center RoleCenter 2.2
1 Chart of Accounts / List 5.5
1 General Ledger Entries List 1.2
1 Receivables-Payables ListPlus a7
1 Reminder Document 1.5
1 Sales Inveoice Document 47
1 Vendor List List 13

Pageview performance details

Pageview Performance

Count Page Name Page Type Sum load time (sec) Avg load
- time (sec)
6 GRA_BullhomRoleCenter RoleCenter 2838 4.7
4 Customer List List 1272 3.2
1 Chart of Accounts List 5.53 55
3 Sales Invoice List List 542 1.8
1 Sales Invoice Document 4,70 a7
2 Business Manager Role Center RoleCenter 444 2.2
3 Customer Card Card 3.57 1.2
3 GRA_Bullhemlintegration List 3.15 1.0
3 GRA_BullhemlntegrationSetup Card 2.89 1.0
1 Receivables-Payables ListPlus 2.65 2.7
1 Reminder Document 146 1.5
2 G/L Account Card Card 1.30 0.6
48 86.98 1.8

Top 10 slowest pages (on average) by date ?

Page Mame ®@Business... ®Chart of ... @ Custom... ®General ... © GRA_Bull... ® Receiva...
o 10
u
2
a
£
=
o
=
g
=T
3 — -
Apr 07 Apr 14 Apr 21

Pageviews by Client Type

Client type
@ (Blank)

Pageviews by Browser ?

Browser
@ Chrome

Edge

Sihudiil

W3
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Daily / Weekly / Monthly Users (also known as DAU / WAU / MAU) s Tenant/Environment/Company
Al

Usage

DAU / WAL / MAU

Sessions This page shows daily / weekly / monthly users, both historical numbers and the current values (based on when the report dataset was last refre = ¢ &

Clients Note that this is based on the user_Id field in telemetry, so for environments that do not log user telemetry id, these numbers are not accurate. Also,
note that there is currently no way from telemetry to know if a user is a paid user.

Locations
\ Current DAU/WAU/MAU date
-
Application Areas 26 Apr 2024

Current DAU/WAU/MAU by Environment
Domain Tenant id (AAD/Entra) Environment Name Current Daily Users {(DAU)  Current Weekly Users (WAU)  Current Monthly Users (MAU)
-

Page views

Queries " Praduction 1 10
92 Production
a1 F Praduction
22 H Production
16 d4ad Producticn
Feature usage a9 dd  Production

Reports

Client actions

DAU / WAU / MAU by date (across all environments) ‘

Integrations @ Daily Users (DAU) @ Weekly Users (WAU) @Monthly Users (MA

o)

Connectors

Chesckdist usage \/_”_\_’/\
Onboarding _
: r a7 Apr 14

Deprecated features

Anr 21

O

About the report
Date

ot Y | il ] ™R




Usage

DAL/ Wal / MAU

Sessions

Clients

Locations

Application Areas

Page views

Queries

Reports

Feature usage

Client actions
Integrations
Connectors

Checklist usage

Onboarding
Deprecated features

About the report

Sessions

Tenant/Environment/Company

All <

This page shows how sessions get created over time and what type of sessions they are (guest user, administrator, or normal user)

Sessions by Environment

Count
-

403
374
282
279
222
154
130

2024

Domain

Tenart id (AAD/Entra)

bf:
05
4c
dt
11
22
&1

a9

Sessions by User Type

Count

107
197
2024

Client type

Sessions by date

Guest user?

False
False

Background

User type

Administrator

Maormal User

ChildSession @WebClient

Sessions by Client Type

Environment Name Chient type

Production
Production
Production
1 Production
Production
Production

Production
Plem s g mim e

Sessions by Client
Count Client type

2024 WebClient
2024

ServiceClient

@ Background

Sessions over the Day - 1&—04‘.00} Eastern Daylight Time (US &

Canada)

Client type
T},rpe @ Background

ChildSezsion ™

®Webllient e

WAzbServiceClient -
E a 5 20
Sessions over the Week ’
Client 10K ——
ient type

@ Background

ChildSession

4f27f2024 12:00:00 AM
kground 81

H-I'rﬁ"T |r| | EnE |'||

Apr 22

O

Date

| E f




l? Clients Tenant/Emvironment/Company
DAL WAL / MAL All

Lisage

Sessions This page shows what type of clients and browsers users use.

Page views by Environment Client Types

Clients

Count Domain Tenant id (AAD/Entra) Environment I Client Type
13

Locations 0 DevsEl

Bags Production
4205 Production
Application Areas & Production
G452 Production
6187 Production

. Browsers
Page views 41516

Browser

@ Chrome
Queries Client Statistics ’ Edge

Pagaviews Browser Client Typs Client 05 @ Firefox
-

Reports 27186 Chrome Dasktop Windows 10 @ ekl et
13895 Edge Desktop ‘Windows 10
G Firefox Desktop ‘Windows 10
Feature usage Mabile Safari Phone 105174
Chrame Dasktop Mac 05 X 1015

Client actions
Integrations

Connectors o

Browser Statistics
_ Browser [ ve fageviews

Checklist usage e — =

= Edge

- = Firefox

Dnb-uardlng = Mobile Safari

U1 Wa b\ iew

Deprecated features Total

About the report

2025 M|CS
DYN C
"_




Usage

DL/ Wal f MAU

Sessions Locations Tenant/Environment/Company

All
Clients

This page shows from where users use Business Central (not the localization they use) and which language they use.
Locations

Locations and User Languages
Application Areas Pageviews Location Language

. ﬁ 10 Aruba an-Us
Page views 35 El Salvador en-Us
41471 United States en-Us
Quenes 41516

Reports

Feature usage

Client actions ®

Azure Maps visuals are not enabled for your organization. Contact your tenant admin to fix this. See details

Integrations
Connectors

Checklist usage Locations

Location

Onboarding ®4ruba
El Salvador
Deprecated features @ United States

About the report




Usage
DAl S Wal / May

Sessions

Clients

Locations
Application Areas
Page views
Queries

Reports

Feature usage
Client actions
Integrations
Connectors
Checklist usage
Onboarding
Deprecated features

About the report

Application areas (base application)

This page shows which parts of the Business Central base application the users use (or do not use).

Usage by Application areas

Application area usage by Environments

EC.JI"t Area Sub Area
14 Szles
7 Finance
2 Finance G/L
2 Purchasing
25

Damain

Tenant id (AAD/Entra)

99;
99;
99:
99;

Tenant/Environment/Company

q [Blank) (Dornain) + 99,
Page views and reports run

Area

= Sales

Dynamics 365 Sales
Cpportunities
Shopify

= Fimance

Fa =] B

/L
Currency
Dimensions
Finandal reporting
Fixed Assets
ntercompany
tem charges

Payment

Tax

VAT

Workflow
Purchasing

Planning
= Assembly
= Assembly Management
= Human Ressources

= Inventory
Environment Nar )
Location
dd  Production Resenvation
dd Production KU
dd  Production Tracking
dd  Production Transfer
Unit of measure
Variant
= Manufactoring
= Payment

= Project Management

= Relationship Management
= Service Management

= Warehouse Management
Total




Usage
DAL fwal f Mau
Sessions
Clients
Locations
Application Areas
Page views
Queries
Reports
Feature usage
Client actions
Integrations
Connectors
Checklist usage
Onboarding
Deprecated features

About the report

Reports

Tenant/Environment/Company

All

This page shows the reports that users use, how often, when, and how they run them, and which layouts and document formats they prefer.

Reports by environment
Count Domain Tenant id [AAD/Entra)

0
1
4

Report statistics
Count Report Ohbject Id App
-

Environment Name

Production
Production
Production

Standard Statement 1316 Base Application
Standard Sales - Invoice 1306 Base Application

Remittance Advice - Entries 400 Base Application

ExportElec nents - Word 11383 Base App
Purchase Invoice NA 10121 Base App
Detail Trial Balance 4 Base App

BssiMEMAgedAccountsReceivable 70210828 Multi-Entity Management (MA)

Bank Deposit

ude_Bank Deposits

Export Blectronic Payments Base Appli

Customer Statemen
Aged Accounts

Bank Deposit Test Report

Wiooh o0 oo b

k' Stuby/Stub)

Trial Balance Detail/Summary
Standard Sales - Draft Invoice

Aged Accounts Payable NA

I

Account Statement

GRA Aged AR MNA

[ B L L
SERTIR - TR R

[=2)
Y=}
=0
=

GRV Aged Accounts Receivable CustEmailMgmt

ITVAIE et o crmmeme s Ao Comen SO | mam

. TVRIC

Layout types

Layout Type
I-hone/
@Rdic

Word

Report actions (e.g. download, print, ar send to inbox)
Report Action
@ Dovinload
@ Preview
Print

Bz

Reports over the Day - (UTC-04:00) Eastern Daylight Time
(US & Canada)

Client type
Background

Phone

®'WebClient
WebSarviceClient —_—

o 5 10 15

Reports over the week/

Client type
@ (Elznk)

Backgroumd




DAU / WAU / MAU Report usage by publisher Report usage by app Version

Publisher / Report Count Report / Version
S . = Microsoft /395 = Standard Sales - Invoice
EIIIE Standard Sales - Invoice | 695 335.16502.18172

Total | 693 23.5.16502.18313

F 23.5.16502.18342
Clients 23.3.16502,18431
23.5.16502.18566

Locations 23.5.16502.18664
Total

Usage

Application Areas

Layout details (which layouts are used in reparts)

Page views
Count Layout Name Layout Ty ut Id
-
656 1306-000002 Rdlic

ueries
Q 35 1306-000006 Word
4 StandardSalesinvaicerdlc Rdlc A37dbfle-847-4175-965d-ed2bbR650972

Reports
Feature usage
Client actions

Integrations

Connectors Reporis by date

Client type @'WebClient ® WebServiceClient
. @)
Checklist usage

4/15/2024 12:00:00 AM
Onboarding WebClient 325
Deprecated features

About the report
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Performance

Recommendations

Performance events

Sessions

OnCompanyOpen

Pageviews

Reports

Long Runmning SOL Queries

Database lock timeouts

Long Running AL methods

Incoming webservice calls

Outgoing webservice calls

Job Quepe

Task Scheduler

Configuration padcages

App Updates

Emvironment Updates

Perfomance Toolkit (BCPT)

Use Read Scale-Out

Read 5cale-Out is used to load-balance analytical
workloads in the database that only read data.

For more information, see About Read Scale-Out

Reduce Database locking
Database locking occurs when multiple sessions want
to update the same data.

For more information, see How to reduce database

Red ong running SQL queries
Many perfor
defined, accessed, ™™

= issues are related to how data is
odified.

For more information, see Al Efficient data access

Login performance

Reports not
using Read
Scale-Out

97

SQL queries that
hold locks for 10

seconds or more

0

Tables with 7 0
more extensions

0

Slow
OpenCompany
operations

39

Lock timeouts
caused by
number series

0

Long running
SQL queries in
CompanyOpen

8




Performance

Recommendations

Performance events

Sessions

OnCompanyOpen

Pageviews

Reports

Long Running SQL Queries
Database lock timeouts

Long Running AL methods

Incoming webservice calls

Outgoing webservice calls

Job Queue
Task Scheduler
Configuration packages

App Updates

Emvironment Updates

Perfomance Toolkit (BCPT)

About the report

Top 10 slowest outgoing web service calls (avg time)

Top 10 most aggressive outgoing web service calls (count)

Host / Object / App Count Avg time (ms) Host / Object / App goum
2 g .com 104 1378 re .com 203040
=l g om 3820 1102 = re .com 11286
microsoft.api.yodlee.com 1296 410 re .com 10005
< graph.microsoft.com 761 378 i g 3920
- api.stripe.com 345 358 - microsoft.apl.yodles.com 1296
o ng.com 11286 313 = sys.fispan.live 1143
ng.com 203040 299 -/ api.stripe.com 245
= sys.fispan.live 1143 255 = graph.microsoft.com 761
- telemetry-production.azurewehbsites.net 156 220 - telemetry-production.azurewebsites.net 156
2 ng.com 10005 218 = g 104

Top 10 slowest outgoing web service calls (avg time) by date

Object Name @ Assisted... @BssiRES... @Email - ... @GRA_Bull.. ®GRA_Uti... @MEK APL.. »
. 600
o
=
3}
S 400
o
£
=]
o 200
]
Q e
Apr 11 Apr13 Apr 15 Apr 17 Apr 19 Apr 21 Apr 23 Apr25 Apr 27
Date

Top 10 most aggressive outgoing web service calls (count) by date

Object Name @ Assisted ... @BssiRES... @Email - ... @GRA_Bull... @ GRA_Utili.. @MEK AP ... »

Outgoing ws call count

60K

40K

0K

-

Apr 1 Apr13 Apr 15 Apr 17 Apr19 Apr 21
Date

Apr 25 Apr 27



Performance Outgoing web service performance details

Recommendations

Performance events Outgoing Webservice Calls by Environment

Outgoing Webservice Calls by Client Type

Tenant / Environment / Type Count Icntal time [sec) Avgtime (ms)  Max time (ms) Client type
. Background
Sessions 052 139531 41026 300 100016 e
220 35900 10599 295 60069 @ ChildSession
OnCompanyOpen bid 19234 7642 205 100012 WebClient
. dbc 12663 5102 403 61036
Pageviews 117 11851 3589 303 60710
926 12726 3218 253 8180
Reports 4df 4651 152 329 19785 . .
- = = == éze. Outgoing Webservice Calls by HTTP response type
Long Running SQL Queries Total 232556 72250 311 100016 HTTP response type

Database lock timeouts Qutgoing Wehservice Call Statistics (hosts)

Long Running AL methods Host / HTTP method Count Total time (sec) Mintime Avgtime Max time @ 5.0 Server Error
- (ms) (ms) [ms)

Incoming webservice calls re 203040 60620 144 249 100016

g | 3920 4321 559 1102 61036
Outgoing webservice calls re 11286 3328 162 313 8167 QOutgoing Webservice Calls by HTTP method

: e am AR
Job Queue r'm-cros-oft.apl.yodlee.c:nm 7 ®DELETE

api.stripe.com | 845 303 3 358 6a91 -
Task Scheduler Total 232556 72250 3 3N 100016 ==

@ FATCH

Configuration packages . . o .
Outgoing Webservice Call Statistics (endpoints)

App Updates Ur / HTTP Method Count Sum time  Mintime  Avg time (ms) Max time
Ermi Undat (e el el Outgoing Webservice Calls by Extension Type
maronment Updates https://api.stripe.com 845 303 3 3s8 6691 Code Ownership
hitps//gdmeamnnnn | 104 143 687 1378 8770 @MU ROMENT
Perfomance Toolkit (BCPT) https:/fg. _ 3920 4321 559 1102 51036 R
https.//graph.microsaft.com | 761 288 116 378 19785 ISV_ONLINE
About the report https:/{microsoftapivodlee.caom 1296 532 107 410 3696 @ 5V_ONPREM
Total 232556 72250 3 311 100016 @ MICROSOFT \

Al

A pmmann '



Performance
Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews
Reports
Long Running SQL Queries
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Outgoing webservice calls
Job Queue
Task Scheduler
Configuration packages
App Updates
Environment Updates
Perfomance Toolkit (BCPT)

About the report

Url

Outgoing webservice call status statistics (HTTP status codes)

2woe Success  dwoe Client Error - Soc Server Error - Total

https:/fapi.stripe.com

https://g

https:/ig
https:/{graph.microsoft.com
https:/fmicrosoft.apiyodlee.com
https:/ire

Total

840
104
3915
761
1295
10005

232489 31

Outgoing webservice call status details (HTTP status codes)

Count Url

5 httpsiig
3 https:/i/re

5 https://re
23 https:/ire

20 https:/ire
232556

Object Details (in which object does the

endpoint come from)
Object Name / Id / Type

Assisted Company Setup Wizard
BssiRESTWebServiceCode

Emnail - Cutlook API Client
GRA_BullhornConnectionSetup
GRA_Utilities

MEK AP| Mat.

MS - Yodlee Service Mgt
Prchpi

PneV3HttpClient

Total

Count

2

245
739

5
228330
136
1296

22

1121
232556

HTTP response  HTTP

type status code
Swe Server 500
Error

A Client Error 40
Ao Client Error 400
A Client Error 40
4 Client Error 409

845

104
53920
761
1296
1000

=
5 2325
56

Descripticn

Internal
Server Error

Unauthorize
d
Conflict

Unauthorize
d

Conflict

App Details (in which app does the

endpoint come from)
Publisher / App (id) / Version

Count

= Binary 5tream Software Inc.

= GraVoc Ltd.
“ Mekorma Enterprises, Inc.
= Microsoft
= PINACLE® PNC
Total

845
228335
136
2057
1143
232536

Outgoing Webservice Calls by Extension Publisher
Publisher

Binary Stream Softwar...

Gravioc Ltd.

@ Mekoma Enterprises, ..

Qutgoing webservice calls over the Day -
Eastern Daylight Time (US & Canada)

30K -

0K 0K
0 5 10 15 20
Outgoing Webservice Calls over the Week/
0.2m
01m

0.0M I — -

Man Tue Wed Thu Fri Sun Sat

|

AL R TRLRRNT Y
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Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews
Reports
Long Running SOL Queries
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Outgoing webservice calls 4
Job Queue
Task Scheduler
Configuration packages
App Updates

Environment Updates

Perfomance Toolkit (BCPT)

About the report

2022\ 31 CS
D‘QACON

AL Stack Trace (what AL code was running)

Count AL stackirace

1 GRA_Utilities(CodeUnit 8100&).BullhornAPILogin line 27 - Bullhorn Connector by GraVioc Lid.

GF 3 - Bullhorn Connector by GraVoc Ltd.
GF rn Cannector by Gravoc Lid.

GF Jlihom Connector by GraVoc Lid.

GF - Bullhom Connector by Gravioc Lid,

%]

GRA_Utilities(CodeUnit 8100&).BullhornAPILogin line 29 - Bullhorn Connector by GralVioc Lid.
GRA_BullhornCashReceiptiCodeUnit §1013).CreateCashReceipt line 85 - Bullhorn Connector by Gravioc Ltd.
GRA_BullhornCashReceiptiCodeUnit §10713).MyProcedure line 23 - Bullhom Connector by Gravoc Lid,
"Gen. Jnl.-Post Line"{CodelUnit 12).0OnMoveGenlournalline(Event) line 2 - Base Application by Microsoft
"Gen. Jnl.-Post Line"{Codelnit 12).PostCust line 115 - Base Application by Microsoft

"Gen. Jnl.-Post Line"{CodeUnit 12).PostGendniLine line 9 - Base Application by Microsoft

"Gen. Jnl.-Post Line"{CodeUnit 12).Code line 74 - Base Application by Microsoft

"zen. Inl.-Post Line"{CodeUnit 12).RurWithoutCheck line 7 - Base Application by Microsoft

"Banl Manncit. Dact sl Imit 1680 OaDonTrinaert line 102 © Ferlisde Banl Manacite o Bdicrnen®

Top of AL Stack Trace (in what code did the web service call come from)
Count Method/Trigger/Event Object Id Object Mame Object Type Extension Name Publisher Top of stack Line

3915
1 BullhormAPILogin 81006 GRA_Utilities CodeUnit Bullhorn Connector GraVioc Lid, GRA_Utilities{CodeUnit 51001
3 BullhornAPlLogin 81006 GRA_Utilities CodeUnit Bullhorn Connector GraVioc Lid, GRA_Utilities{CodeUnit 51001
1 BullhornAPlLogin 81008 GRA_Utilities Codelnit Bullhorm Connector GraVoc Lid. GRA_Utilities{CodelUnit 51001

Bottom of AL Stack Trace {which code was affected)

Count Method/Trigger/Event

Object Id Object Name

Object Type Extension Mame Publisher Bottom of stack Line

3915

3 "Post - OnAction”(Trigger) 1690 Bank Deposit Page _Exclude Bank Deposiis Microsoft "Bank Deposit™(Page 1690)."
1 "Runi5alesinvoicelmport - OnAction™(Trigger) 81012 GRA_Bullhormintegration Page Bullhorn Connector Gravoc Ltd. GRA_Bullhornintegration(Pac
1 OnRun(Trigger) 51004 GRA_BullhornSalesinvoiceSync CodeUnit Bullhorn Connector GraVoc Ltd. GRA_BullhornSalesinvoiceSyr )

|'||Fr'r'*1m HEL TR
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Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries 1
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Outgoing webservice calls
Job Queus

Task Scheduler
Configuration packages
App Updates

Environment Updates

Perfomance Toolkit (BCPT)

About the report

SQL query performance details

Long Running SQL Queries by Environment

Tenant / Environment / Type
= Blad7acf-83f0-4ec9-a9f3-4b12a5f3969f
= B26c228a-T408-41a5-a675-200e2fafb201
= 89a7238f-d262-495e-a37b-a48cck3 16cdd
= Production
Production
= bf2023a8-bdec-401f-a080-e0e2737ccd53
= dbd074d4-7616-4892-329c-d55516555441
Total

5QL Query Statistics

Count Object Name

Long running 5QL queries by Client Type

Client type

Count Sum time (sec) kiax Time (ms) Background

14 28 8510 @ ChildSession

51 80 8079 _—

14 16 1917

14 16 1917 -

14 16 1917

09 136 13096

101 251 19132 L H H P
ong running 5QL queries by SQL operation Type
1041 4127 683427 9 g q ¥ P yp

SOL Operation
@EBEGIN_TRANS

Max Time
[ms)
-

Sum time
{sec)

0L
Operation

2 Sales Hist, Sell-to FactBox SELECT 3 1917

2 (CRM Integration Management SELECT 3 1843

1 Sales & Receivables Setup SELECT z 1616 Long running SQL queries by Extension type
Sales Invoice Signal SELECT 1 1327 Code Owmership
Workflow Management SELECT 1 1010 @ ENVIROMNMENT

3 CRM Connection Setup SELECT 3 1006 1SV OMLINE

1 Vendor Payment Signa SELECT 1 GE3

2 Customer List Bxt SELECT 2 &38 B ELOnEREM

12 1% 1917 @ MICROSOFT

Object Details (in which object does the
SCL query come from)
Object Name / Id / Type

= CRM Connection Setup
= CRM Integration Management
= Customer List Ext.
= Purchase Invoice Signal
= Sales & Receivables Setup
= Sales Hist. Sell-to FactBox
= Sales Invoice Signal
= Vendor Payment Signal
= Workflow Management
Total

Count

Bo—h o s R o o P R LW

-

rLE

App Detalls (in which app does the 5QL
query come from)
Publisher / App (id} / Version

Long running 5QL queries by Extension Publisher
Publisher

Count W (Blank)

= Microsoft 14 Binary Stream Software .
= _Exclude Onboarding Signals 3 @ Erizcoe Solutions
[672777d5-2h26-4360-h334-
042 5Refid) -
= Base Application (437dbfle- 9
B4f-4173-965d-
ed2bb9650972) : - .
> Dynamics &P Historical Data 5 Long runn_lng SQL queries over the Day - (UTC-04:00) Eastern
[Tc7doTeca-3598-405-b263- Daylight Time (US & Canada)
f713f49bd2a5) Client type
Total 14 Background

@ ChildSeszion
Phone

WebClient

Ul

o
n




Performance

Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries 2
Database lock timeouts
Long Running AL methods
Incoming webservice calls
Outgoing webservice calls
Job Queue

Task Scheduler
Configuration packages
App Updates

Emvironment Updates

Perfomance Toolkit (BCPT)

About the report

AL Stack Trace (what AL code was running)
Count AL stackirace

1 AppChjectType: Codelnit
AppObjectld: 1501
AL CallStack: "Workflow Management®{CodeUnit 1501).EnabledWorkfiowExist ine 11 - Base Application
“Customer List"(Page 22).SetWorkflowhManagementEnabledState line § - Base Application by Microsoft
“Customer List"(Page 22.0nlInit{Trigger) line 13 - Base Application by Microsoft

1 AppChbjectType: CodeUnit
AppObjectld: 20371
Al CallStack: "Purchase Invoice Signal™(CodeUnit 20371).IsOnboarded line 7 - _Exclude_Onboarding Sic
“Onboarding Signal“(CodeUnit 7580).CheckAndEmitOnboardingSignals line 25 - Base Application by M
“Telemetry Subscribers”{CodeUnit 1351).SendDailyTelemetry line 5 - Base Application by Microsoft
“Telemetry Management"{CodeUnit 1350).0nSendCailyTelemetry(Event) line 2 - Base Application by M
“Telemetry Management”(CodelUnit 1350).0nRun(Trigger) line 2 - Base Application by Microsoft
“lob Queue Start Codeunit"(Codelnit 442).0nRun{Trigger) line 23 - Base Application by Microsoft
“lob Queue Dispatcher"{Codelnit 448) Hand|eRequest line 27 - Base Application by Micresoft
“lob Queue Dispatcher"(Codelnit 448).OnRun(Trigger) line 19 - Base Application by Microsoft

Top of AL Stack Trace (in what code did the SQL statement come from)

Count Method, Trigger/Event Object Id Object Name
2
1 EnabledWorkfiowExist 1501 ‘Workflow Management
2 GetDatabaseTableTriggerSetup 5330 CRM Integration Management
1 GetRecordOnce 311 Sales & Receivables Setup
3 IsEnabled 5330 CRM Connecticn Setup
1 IsCnboarded 20371 Purchase Inveice Signal

Bottom of AL Stack Trace (which code was affected)

Count Method,/ Trigger/Event Ohbject Id Object Mame
1 OnOpenPage(Trigger} 22 Customer List
1 OnOpenPage(Trigger} 41018 Customer List Ext.
1 OnOpenPage(Trigger} 41018 Customer List Ext,
8 OnRun(Trigg 445 Job Queue Dispatcher
5QAL Details
Count Ohbject Mame Sum time  Max Time Explanation
- (seq) (ms)

2 CRM Connection Setup 2 1006f SELECT statement on just the base table.
Selects 41 columns (are wou missing a
SetCurrentkey AL call? or can you tune with
partial records SetloadFields to remove fields you
do not need and maybe even utilize a covering

index?}

IS R

Long running 5QL queries over the Week
Client type

@ (Blznk)

Background

Wed

Thu

=i

Sun

Object Type Bxtension Mame Publisher Top of stack Line
CodeUnit Base Application Microsoft “Workflow Managem
CodelUnit Base Application Microsoft "CRM Integration Mz
Table Base Application Microsoft “&ales & Receivables
Table Base Application Microsoft "CRM Connection Se
CodeUnit _Exclude_Onboarding Microsoft “Purchase Invoice Sic
Signals
Object Type Extension Mame Publisher Bottom of stack Line
Page Base Application Micrasoft “Customer List"{Pags
Pagebxtension Dwynamics GP Historical Micrasoft AL CallStack: "Custor
Data
Pagetxtension  Dwynamics GP Historical Micrasoft AL CallStack: "Custor
Data
CodeUnit Base Application Microsaft “Job Queue Dispatch
Mumber Of Quter loins Take  Search IsEmpty AL SQL SOL Statement
Columns Aoplys Locks Query  Statement  Operation
41 0 0 False False False SELECT SELECT "5330"."t

111

Enabled™,"5330"
Enabled”,"5330".
OData Accesskey
Quotes” "53307."
String”,"5330".°C
Emablas- o320

| f
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Dashboard Error dashboard Tenant/Environment/Company

Errors

Login emors All v
Error dialogs

This page shows errors happening for users. integrations with external systems, and setup/system errors.
Permission Errors

Error messages ‘

Feature Emors

l
When users gets error dialogs, 1T Cal e gescsing knowledge about the system or that some features are not setup the way they are supposed to.

ST User logins Error Dialogs Error message Permission
feedback Errors
Company lifecydle emors

e 12 4514 ¢ 25

Extension lifecyde emors

PTE upload validation diagnostics

Integrations errors

Tl s External systems communicate with BC using web services. Failures in this area means that some of the integrations are probably not working correctly.

Web Service Web Service Key Connector calls  Web service calls_Web service calls
Logins logins {incoming) s {outgaoing)

Authentication {web service key) emors

Webservice metadata ermors

. 9 v 0 110 56

Connector ermors

Qutgoing webservice emmors

System errors

P — Some BC modules or code might be misconfigured. Fallures here indicate the the system is not setup correctly.

Job Queue emors License Errors Background Tasks Job Queue Environment Company Extension Configuration
Session Logins lifecycle lifecycle lifecycle packages (failed)

Task Scheduler errars

e 2 1 11 1® o0 o0 o0 o0

Configuration padkcage emors

Database deadlocks Emails Reports Database Features
deadlocks

About the report

6;ﬁAM|CS 0 140 0 0
% EEE S  E L,

= CON
~



Errors

Dashboard

Login ermors

Error dialogs

Permission Emrors

Error messages

Feature Errors

Environment lifecycle errors
Company lifecycle emors
Environment extension validation diagnostics
Extension lifecycle emors

PTE upload validation diagnostics
Email ermors

Authentication {web service key) emors
Webservice metadata errors.
Incoming webservice emrors
Connector errors

Dutgoing webservice emmors
Azure function emors

Job Queue emors

Task Scheduler errors

Repart emors

Configuration padkcage emors
Database deadlocks

About the report

Login Errors @

Tenant/Environment/Company

All

Look at the distribution of failure reasons. Ideally, you should see no data here. Maybe some integrations use a wrong User or wrong company name?

Read more in the login troubleshooting guide here: https://learn.microsoft.com/en-us/dynamics365/business-central/dev-
itpro/administrations/telemetry-authoriz g -trace#authorizationfailuras

Login Errors by Environment
Count Diomain Tenant id (AAD/Entra)

Last 7 days Since Yesterday

Ervironment
Name

12 1 0

Production

Client and User types that gets login errors
Count Sezzion Type Client Type Uz=r Type

12 WUl WebZlient M/A right now

Login Errors Login Errors Login Errors

Login Failures by Authorization Step

Authorization Step
@CpenCompany trigger

12

Where does the error occur and why

Count Authorization Step Failure Rezzon
-

12 OpenCompany trigger Company does not exist

Login Failures by Session Type (Ul, WS, or Background)

Session Type
el

Login Failures by User type
User Type
A right now

12

Login Failures by Failure Reason
Failure Reason
@ Company does not exist




Errors

Dashiboard

Login emors

Error dialogs

Permission Ermors

Error messages

Feature Emors

Permission Errors @

Look at where users get permission

Permission Errors by Environment
Count Diomal Tenant id (AADVENtrs)

&

5. Maybe something is not set "~ ¢

Emironrent Name

3b50-4.

Tenant/Environment/Company

All

Last 7 days Since Yesterday

22017 7-6078-4afe-be57-0822f0fbdf1 & B
Adf35002-4706-4613-00agcd 7219707 3ca i}

Permission Ermors Permissicn Errors Permission Errors

Environment lifecycle emors

Company lifecyde emors

Environment extension validation diagnostics Permission Error Dizlogs Permission Error Dialogs by Extension Type

Count Error Mezsage Permizsion  Permission Code Ownership

Bitension lifecyde emors
Area e WIICRCE

14 Somy the current permissions prevented the action. (TableData 5343 CRM Object Fead
Opportunity Read: Bass Application)
14

PTE upload validation diagnostics

Email emors

Authentication {web service key) emors
Fermission Error Dialogs by Extension Publisher
Webservice metadata emmors Publisher

®EBlank)

Incoming webservice errors Microsoft

Object Details {in which object does the App Details (in which app does the error

ErEs e Error come from) come from)

Object Mame ¢ 1d / Type Count Publisher / App (id) / Version Count

Outgoing webservice emmors

CRM Integration Management” | Microsoft

. Fermizsion Error Dialogs over the Day - (UTC-04:00) Eastern
Azure function erors Total [ Total

Daylight Time (US & Canada)

Job Queue emors Client type
WabChant

Task Scheduler emors

Report emmors

Configuration package emmors
Permission Error Dialogs over the Week
Client type
@ Elank]
®Eackground

Childs

Database deadlods

About the report AL cade (in which statement does the error come from)

2022\ 31 CS
DY con =
2 Ik

Count AL stacktrace
14 "CRM Integration Manzgement'[CodelUnit 5330).GetMoOfCRMOpportunities line 13 - Base
Application by Microseft\"CRM Statistics FactBox"{Page 5360).GetNoOfCRMOpporunities line 4 -
Baze Application by Microsoft,

@ anagementlient

-

b




Errors

Dashboard

Login emrors

Error dialogs

Permission Erors

Error messages

Feature Errors

Environment |ifecycle errors

Company lifecyde ermrors

Environment extension validation diagnostics

Extension lifeqyde emors

PTE upload validation diagnostics

Email emmors

Authentication (web service key) emors

Webservice metadata ermors

Incoming webservice ermors

Connector efmors

Outgoing webservice ermors

Azure function emors

Job Queue emors

Task Scheduler errors

Report emmors

Configuration padkage emors

Database deadlocks

About the report

2022\ 31 CS
D CoN

Outgoing Web Service Errors @

Cutgoing webservice call errors by environment

Count Domain Tenant id (AAD/Entra)
ey
17 05
2 11
4 22

b
diy

Environment
Mame

Production
Production
Production
Production
Production

Outgoing webservice call error statistics (hosts)

Host

dwx: Client Error  Sxoc Server Error - Total
-

< ore Jcom
= re
5 g

43
g

un

51

43
g
5
56

All

56

Outgoing WS Call Errors

Client type
@Background

WebClient

Tenant/Environment/Company

All

Look at the distribution of failures calling out to external web services using the AL HttpClient module. Any call with hitp status <= 200 is an error and
is an indication of an integration to Business Central not warking properly.

Last 7 days

11

Outgoing WS Call Errors

Outgoing webservice call errors by client type

Since Yesterday

0

Outgoing WS Call Errors
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Telemetry Resources

Dynamics 365 Business Central

@ @ im} B Monitoring and Analyzing Telem X S

«— G B] https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/telemetry-overview
=. | Learn Discover ~  Product documentation -~ Development languages ~  Topics ~

Get started ~  Guidance Troubleshooting «~  Release plans  Support  Resources -

& Filter by title

| Learn / Dynamics 365 / Business Central / ® £

Development and administration

New and planned

Get started
~ Administration
Administration overview

* Understand Business Central online

» Admin center

? Entitlements and permissions

* Prepare Business Central

* Onboard your customers

~ Monitor and analyze telemetry
Overview
Available telemetry
Enable telemetry
Control telemetry cost
Analyze telemetry with Power Bl
Analyze telemetry with KQL
Alert on telemetry

Telemetry FAQ

> Telemetry by area
Telemetry by Event IDs

> Manaae technical supoort

Monitoring and Analyzing Telemetry

Article = 02/08/2024 » 6 contributors ¢ Feedback

In this article

environment-level and app/extension-level telemetry
fyzilable telemetry

Enable Telemetry

Control telemetry cost

Viewing telemetry data with Power BI

Analyze telemetry data

Setting up alerts on telemetry

Telemetry sample code

Business Central telemetry FAQ

See also

Show less

APPLIES TO: Business Central 2019 release wave 2 and later

Business Central emits telemetry data for various activities and operations on environments and apps/extensions.
Meonitoring telemetry gives you a look at the activities and general health of your environments/apps. so you can
diagnose problems and analyze cperations that affect performance. Azure Application Insights is a service hosted

within Azure that gathers telemetry data for analysis and presentation. Whether running Business Central online or

ON-pramises, :ou can set :our‘tenams uE to send Telemetrpo Azure AEEI\caﬁon Insiﬁms.

Monitoring and Apal

zing Telemetry - Business Central | Microgoft Learn


https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/telemetry-overview
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wiw.thedyfamicsmindset.cofn/

Microsoft®
DLaster@Gravoc.com Mo viLibl.

Director | Software Solutions Frofessonal
LinkedIn: https://www.linkedin.com/in/david-laster-gp-bc-pbi/
Website: https://www.gravoc.com
https://TheDynamicsMindset.com



https://www.linkedin.com/in/david-laster-gp-bc-pbi/
https://www.gravoc.com/
https://thedynamicsmindset.com/
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