


AMK Heating & Cooling - Edwardsville, IL

Meet Angela

Office manager. Trusted. Long-tenured.
Had access to the checkbook AND the accounting software.
Wrote 100+ checks to herself over 2 years.

Disguised them as payroll and “loans”.

Forged the owner’s signature.

Total stolen: $158,658.41
Sentenced March 2025 — 51 months in federal prison. (Source: U.S. DOJ, Southern District of Illinois)

2020, \1ICS
|9YN GO




Why this story maters for BC

Angela didn’t hack anything.

She used the access she was given.
No segregation of duties.
No periodic review of who could do what.

No change tracking on suspicious activity.

Every single one of those is a Business Central problem you can solve today.

2026 AMICS




What We'll Cover

» Field notes - What | actually see in customer tenants

« Basics - The table stakes most orgs still miss
* Permissions - Modern BC permission model
« Users - Security Groups, not User Groups

- Data - Change log, classification, telemetry

* Process - Transactions, posting, reviews

« Copilot & Agents - The new attack surface
 Principles - How to start Monday morning
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How “Spot the Flaw"” Works

3 scenarios across the session. You'll see a
snippet of a customer setup

I'll ask: what's the security flaw?

First correct answer scores points; bonus points
for naming the fix

Plus 2 anonymous polls along the way.
No judgment, you're among friends

Please pull out your phones now.




Field Notes




The patterns | see

Across BC tenants l've reviewed

Tenants have 5+ users with SUPER

Most tenants are still using the system D365 BUS Premium permission set as-is
Change Log is either off entirely or tracking everything (and ignored)

Effective Permissions report is neglected

Poll: How many users in YOUR tenant have SUPER right now?
Anonymous



Basics




Cover the basics

MFA + SSO via Microsoft Entra ID
Non-negotiable. Prevents credential reuse, phishing, session hijacking.

Minimize SUPER

SUPER bypasses everything - including license-based limits. One phished SUPER account =
full tenant compromise.
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Permissions




Build your own permission sets

Three ways:
« Copy a system permission set, modify the copy

» Build from scratch in the Permission Set page
« Use the Permission Recorder - walk through a job, BC captures what was used

Pro tip: name them after the JOB, not the person.
“AR _Clerk Edit” scales. “Sarah_Custom” doesn't.

Export to Excel/XML for review and audit-readiness.
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Hierarchical permission sets

Permission sets can include OTHER permission sets.

« Build small, single-purpose sets: “GL_Read”, “AP_Post”, “Customer_Edit”

« Compose them into role sets: “AR_Clerk” = Customer_Read + Invoice_Create + ...

« Change the underlying set once & every role inherits the change

Why this matters:
 Easier to audit - “Who can post journals?” becomes one query
« Easier to maintain - no more “Sarah_Custom_v3 FINAL" drift
 Plays nicely with Security Groups (next section)
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Permission access Ieels (RIMX)

Read - View the data.

Insert - Add new records.

Modify- Change existing records.

Delete - Remove records.

Execute - Run the object such as codeunits, reports, page actions. This is where most
surprises hide.

Auditors care most about Insert/Modify/Delete on financial tables. Start there.
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Indirect access

Permission granted THROUGH another object.

« User has Execute on “Post Sales Order”
» Posting requires modifying the sales line
« User now has Modify on sales lines but ONLY through the post action

Why you should care:
 Effective Permissions can show you have “no” direct access and still be able to act

« Useful when designed intentionally; dangerous when stumbled into
« Always trace from the action backwards, not the table forwards
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Excluded permissions

BC lets you EXCLUDE specific permissions from a set.

 Start with a broad set you can't edit directly
- Layer an Exclude set on top: remove Bank Account access, Vendor Bank, etc.
« User keeps everything else, loses just what you carved out

Watch out:
* Permissions are still ADDITIVE across all assigned sets
« If another assigned set grants the access, the exclusion does nothing
 Always verify the result with Effective Permissions
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Recording permissions

Stop guessing what a role needs. Record it.

Open the permission set you're building
Click Start Recording (do NOT close the window)
In a separate session, perform the actual job tasks

Stop recording - BC adds every object touched

Where this saves the most time:
« Custom apps and ISV extensions you don’'t know their object IDs
« Multi-step processes that hit 30+ tables/codeunits
- Documenting “what does this role actually do” for audit
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Spot the Flaw #1

The setup:

A controller asks you to give the new AP clerk access to enter and post vendor invoices.
You assign D365 BUS PREMIUM. They're happy. Done in 2 minutes.

What's the flaw?

A. The clerk now has access to far more than AP - G/L, AR, banking, master data
B. D365 BUS PREMIUM doesn’t actually allow posting
C. The controller should have been the one doing this

D. You forgot to enable MFA ; ; 7@\
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Users




Provisioning users

« Source users from Microsoft 365 / Entra ID - don’t create local accounts

Invite external accountants via the Accountant Role Center (limited, time-boxed)
Have a documented provisioning process - write it down, even if it's one page
Pre-define backup access on demand - don’t scramble during PTO or termination
Plan emergency access - “break glass” account, monitored, rotated

When in doubt, under-provision.
If they hit a wall, they’ll tell you. If they have too much, they won't.
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Security Groups

i User Groups were deprecated in 2024
If your old runbook still says “assign to User Group,” it's out of date.

What replaced them:
 Security Groups = Entra ID groups, surfaced inside BC
« Manage membership in Entra (one source of truth, lifecycle-aware)
 Assign permission sets to the Security Group

Why this is a big upgrade:
 Joiners/movers/leavers handled by your existing IT process
- Conditional Access policies extend naturally to BC
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Change Log

Track changes, but don’t track everything.

 Pick the high-value tables: Vendor, Customer, Bank Account, G/L Setup, User
« Within each, choose Some Fields - not All
* Pick the events that matter: Insert, Modify, Delete (skip Read on most)

Why this restraint pays off:
« Performance - logging every field on every table will slow your tenant
« Reportability - if everything's tracked, nothing's reviewable
« Forward changes to Application Insights for real monitoring + alerting

2020, \1ICS
|9YN GO




Sensitive data classification

Every field in BC has a DataClassification property.

Sensitive

Health, religion, ethnicity, criminal record, union membership.
Personal

Identifies a person — directly or in combination.

Confidential

Internal business data — ledgers, contracts, costs.

Normal

Everything else.

I
Custom fields default to Sensitive until you set them. Audit your extensions. ; %: é ,
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Spot the Flaw #2

The setup:

A new AP clerk creates a vendor, sets up payment details, posts the invoice, and approves
the bank payment file.

All four steps take her 3 minutes. Efficient!

What's the flaw?

A. She probably needed approval permissions she doesn't have

B. The bank file format wasn't configured properly 7
C. One person did vendor master + invoice + payment - zero segregation of duties ; 7@\

D. The change log probably caught it
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Manage posting

« User Setup — allow posting dates per user
Manage prior-year posting deliberately, not by accident
Closing dates: change BEFORE fiscal close, then lock

Net Income — Retained Earnings is a separate, deliberate step

Posting to prior G/L is fine — IF dates and approvals are managed

Common gap:
Date controls set on Day 1 of go-live, never reviewed again. Quarterly check, minimum.
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Process




Manage transactions

Three rules that prevent the Angela scenario:

« Restrict journal entry posting — create # post
- Separate master records from transactions — Vendor # Payment, Customer # Sales

Invoice
« Separate multi-part transactions — AP Invoice # AP Payment, Cash Receipt # Cash

Apply

And the ones that get forgotten:

« Don’t skip bank reconciliation
« Watch tools that obscure the trail — Vendor Merge, Customer Merge, Bulk Edit
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Manage Process - Detect what you can't
prevent

When you can’t segregate (small teams), detect:

- Workflow approvals - native BC, no Power Platform license needed
« Power Automate workflows - for the cross-system stuff
- Change Log reviews - set a recurring 15-min review on Friday

Periodic access reviews - the most under-loved control:
« Quarterly user access review - 30 minutes, prevents 80% of orphan-user issues
- Effective Permissions report on every privileged user - once per quarter
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Copilot & Agents




Copilot inherits your permission mess

Copilot does NOT bypass BC security.
It runs as the signed-in user. It sees what they see

Which means:
« Over-permissioned users get an over-permissioned Al assistant
- Bad permission hygiene becomes 10x more visible - Copilot SURFACES the data

o If yI;)ur AP clerk shouldn’'t see G/L, she shouldn’t be able to ASK Copilot about G/L
either

New levers in BC27:
« “Copilot System Features” permission set - grant or deny Copilot per role
« Bing Search toggle - admin decides if Copilot can pull external web data
« Gotcha: configuring Copilot still requires SUPER - no granular admin role yet
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Agents - Autonomous, but not unsupervised

Agents act on their own. That's the point. And the risk.

Payables Agent (the first big one):
- Reads invoices — matches vendors — prepares for approval

« Has its own setup, its own permissions, its own audit trail
 Human in the loop is non-negotiable

Coming next — plan for it now:
 MCP Server in BC (preview, BC27.1) - third-party agents can query BC under user

context
« Agent registry in M365 admin center - audit which agents touch your tenant

- Treat every agent like a service account: name, owner, lifecycle, review
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Spot the Flaw #3

The setup:

Your CFO loves Copilot. She asks it: “Summarize all overdue customer invoices and their
contact info.”

It works perfectly. She's thrilled. So is the AP clerk who tried the same prompt.

What's the flaw?

A. Copilot shouldn’t access customer data at all

« B. The AP clerk got the same answer /

« C. Copilot needs MFA 7@\

* D. The CFO should have used a Power Bl report %’
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Principles & key taeaways

Phase changes - don’t boil the ocean.
Start where money moves: AP, AR, banking, journal posting.

More responsibility = LESS access.
C-suite shouldn’t edit data in BC.

Stay objective.

Ask “does this user need this to do their job?” - not “are they trustworthy?” Trust isn't a
control.

It's a journey 78\
Not perfect, but better, faster, every quarter. Bite-sized. Risk-based. %’
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Questions?

Nick Sparks

Manager of Sales Engineering
nick.sparks@delinea.com
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