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Definitions

Security: Protecting your system and the data which resides within

User Security: Who can access what Tables, Anindividual’s access is defined by a combination of their
Columns, ROWS, etc. in the Dataverse Security Roles, Business Unit, Teams, and so much more!

Security Role: Defines rights to Tables and miscellaneous privileges based off the user’s
Business Unit

Business Unit: Structure of how users “live” Root Business Unit: Top-most Business Unit, created by
in the system default, cannot be deleted or re-parented




Figure Out The Current State

. Tip: You can also see all users in a specific role
Check out the Security Role report in the Power Platform Admin Center >

to save current status Environment > Settings > Security Role > Open
Role

Determine Business Unit Structure

Review roles for dangerous permissions




Brand New?




Where do | Iook

« Power Platform Admin Center:
aka.ms/ppac

e Select Environment >
Settings >
Users + Permissions

Settings




Quick Reminders

All security is
cumulative. Users will
get the least restrictive
combination of all their

roles

Security by Obscurity is
not security. Be aware
that just because
someone can’t see data
on a form, they may still
be able to still find it.
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What is a Security Role?

Defines access rights to rows based on who
owns the row, and the user’s relationship to the
owner.

Role is created in a specific business unit and a
mirrored copy of the role is created for each
child business unit.

Security Roles are solution aware when
created at the Root Business Unit.




Out of the Box or Custom?




Privileges

Table Name Create Delete Append Append to Assign Share

Core Records (1)

Create: Save a row for the first time. Must have « Append: Set a lookup on this rows
e same o7 Nigasr (2wl of fegs Eeaess » Append To: Allow this to be selected in a
Read: View existing rows lookup

Write: Edit rows * Assign: Change Owner

 Delete: Don't give people this  Share: share with someone else




Access Levels

« None: No soup for you!
« User (Basic): Rows | Own

 Business Unit (Local): Rows anyone in
my Business Unit Owns

 Parent: Child Business Unit (Deep): Rows

anyone in my Business Unit or its child
Business Units Own

 Organization (Global): All rows




Example

Security Role: Salesperson

~ Details

Tables Miscellaneous privileges Privacy-related privileges

o it Compact Grid View Q on
w only assigned tables v

Append to Assign

Core Records (49)




Miscellaneous Permissions

» Additional o
permissions that

can be either On or
Off
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Core Privileges

« New Option when creating a new Security Role!




Dangerous Permissions

« Keep an eye out for these
potentially dangerous
permissions in your security
roles:

 Best Practice: Have your

users Deactivate rows they

no longer need instead of
delete

e ENsure there is a business
reason Tor all these permissior

=

DELETE TO ANY
ROWS

y.

BULK EDIT

BULK DELETE
©
P

SEND EMAIL AS
ANOTHER USER

v

CREATE QUICK
CAMPAIGN

Y

ACT ON BEHALF OF

ANOTHER USER

EXPORT TO EXCEL

PROCESS
CREATION




Special Security Roles

There are a few specialroles that
users may need to access specific Roles for ISV/Partner solutions
functionality

e Ex. Dynamics 365 App for Outlook e Best Practice: Review roles
User provided with your ISV solutions to

ensure they do not grant additional
permissions you do not want your
users to use. If changes are needed,
discuss with the ISV and do not
update. If you update, then there is ||
a risk that a new version will
overwrite your changes!







Structure should be based on access needs not organization structure

Determine data that cannot be shared

Goal of Dynamics system is to share information, so we want the least-
restrictive security possible

4

Best Practice: Only administrator users should be in the root business unit. ‘
You always want to create at least one additional business unit | |

. - .. = . - :
L ¥ Rl . - g - : .
‘i - . . E - ) . . .
. ¢ ~ . . . . * - - L - # - .
- . 5
f . . ' - LA . &
. . : i § -
ot < 3 : B : » 7 . : *
/ » - E . 0 o & . . -
. 5 - : =




Example Business Unit Structure

« Where should Marketing live?

« How do we configure
management?

« What about support staff? Are
they dedicated to a territory or
region? All the time?

East
Region

I | I_I

Bob’s Sally’s | | Helga's
Territory Territory Territory




Modern Business Units

 Turn on Record Ownership Across "
Business Units (oot Business Uni

« When you assign a Security Role to
a user you will select the Business Division A Division B
Unit that is assigned

(Child business unit) (Child business unit)

» User can choose the "Owning Contact #3
Business Unit” for records they
work with

« When users change Business
g # .

the previous Business Unit
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Overview

A Team is a group of users Team type *

Assigned to a specific Business Unit
Default Queue is created for the Team
Security Roles can be assigned to a team Owner

Access
Types

« Owner: Team can own rows Microsoft Entra ID Security Group
 Access: Facilitates easier sharing of rows

« AAD Security Group / AAD Office Group: Microsoft Entra 1D Office Group
Links your Dynamics security with Active

- Directory-




Team Roles and Inheritance

« Easy to manage security for a group

« Settings may grant the team roles to the user

« Direct User (default): User has that role When role is assigned to a Team
for themselves and the Team. R

« Team Only: The role only is only effective T
for that team.

Member's privilege inheritance

« EX. Role assigned at team with User read
access to Accounts. User can see Accounts Laract User (Raste) acoess leveland le
owned by the Team or owned by themselves
(the user)

— e la

Team privileges only

Direct User (Basic) access level and Team privileges







Column Level Security

If this isn't enough, we can lock specific Columns
down with Column Level Security
Steps:
» Enable Column Level Security on the Column
» Create/Modify Column Security ProfileAdd users
or Teams

For each Column you set if they can Read, Update,
and/or Create

Users with System Administrator will automatically
have full access to all Columns

Potential for performance impact if used too
frequently

Edit column security

Change permission for the selected columns

Read (0)

Allowed

Read unmasked (i)

Update (O

Not Allowed

Create (i)

Not Allowed




Column Masking Rule

e Permissions
* Read (Masked Values)

e Read Unmasked
« Not Allowed Masking rule @

« One Record None
e All Records i | 0 search

General

Enable column security ©

' Select masking rule

* Create i Social Security Number - Show last four digits

« Update

Date with Hyphen

Date with Slash

Social Security Number
Email Hide Name

Email




Secured Masking Rule

 Requires Managed
Environment

» Use Regular
Expressions to identify
patterns

« Patterns detected and
masked when the row
IS retrieved




Form Security

e Select which roles can see each
form

e Users can switch between all
forms that are available to them

* This can be used to ensure each
job function sees the most
relevant information

e Data not on the form is still
accessible via Advanced Find

Save and publish | v Cancel




Model Driven App

« Apps can be assigned to specific security roles as well
« Users can select between all the apps they have access to

« Within the app, the user still requires access to the Tables,
forms, etc. that are included

Share Sales trial




Business Process Flows

* Access to Business Process Flows is granted via Security Role
 Users additionally need access to the Tables involved

* If multiple are available, configure order for them to be applied. User
can switch the process as needed.
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Environment Groups

Assign an Environment Group to Ensure that only users who need Create different groups for
each of your environments access have access different environments




Sharing and Access Teams

Individual rows can be shared to grant access to other users

Access Teams are a method of sharing specific permissions
quickly

This cannot be used to give access to Tables or Columns that
the receiving user does not have

Sharing is not an effective secur!

to control and manage




Hierarchical Security

For more complex scenarios, security
can be configured based on position or
hierarchy

Manager hierarchy

Position hierarchy

An individual will have access to their A user can Read all data available to all reports in their

own rows, the manager can see the hierarchy.

rows for those they manage etc A user can Write / Append rows for their direct reports.
- .




Thank You!

Ask Questions at / Connect with me!

the Expert Booth! Kylie Kiser

Thursday Kylie K Consulting

9-10 AM 7 "y
7/ 74 Vie@KylieKiser.com







